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CYBER RESILIENCE ACT - ARTICLE 14 - ANNEX | PART 11

An actively exploited vulnerability, reported from Jira

One vulnerability followed step by step, with screenshots of the real app (demo data). No meeting

needed: read it at your own pace, then try it on your own Jira site.

Step 1

Three clocks, starting from the moment you knew

A signed, dated qualification records whether the vulnerability is actively exploited, or the incident severe,

and when you became aware of it. From then on, the app counts down the early warning and the notification.
The final report is due 14 days after a fix or mitigation is available.

CRA-0007  FW-48

VULNERABILITY

xz-utils backdoor in SensorHub firmware

Early warning due in 17 h 10 min

SEVERITY
@ Critical 10.0

FIX TARGET
210ct 2026

IDENTIFIERS COMPONENT PRODUCTS
CVE-2024-3094 xz-utils 5.6.0,5.6.1 SensorHub 1.8.0

@ 3

Qualification Remediation Disclosure
EARLY WARNING e Open NOTIFICATION e Open
17 h 10 min left 2d 17 hleft
due 150ct, 09:30-07:30UTC due 17 0Oct, 09:30-07:30UTC
— -
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Evidence file (PDF)

OWNER AWARE SINCE
Eli Brandt 14 Oct 2026, 09:30

4

Closed

FINAL REPORT e Not started

Starts when the fix or mitigation is
available.

due 14 days after the fix
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Step 2
ENISA fields, ready to paste

ENISA’s single reporting platform currently offers no API for submissions. For each report, the app prepares
every field with the platform’s own label and length limit, marks what is required, and lets you copy them one

by one or all at once. It never submits anything on your behalf.

l AT, BE, BG, CY, CZ, DE, DK, EE, ES, FI, FR, GR, HR, HU, IE, IT, LT, LU, LV, MT, NL, PL, PT, RO, SE, SI, SK

Product name - required

9/255 Copy

[ SensorHub

Product version - required

5/255  Copy

‘ 1.8.0

Date and time when you become aware (UTC) - required

20/30  Copy

[ 2026-10-1407:30UTC

+13 optional fields (8 filled)

Save the text

Step 3
Which products ship this component?

Import a CycloneDX or SPDX JSON file for each version, then search a component or a package URL: every
SBOM is searched, the version range is checked, and one click opens a case for all the versions found.

Which products contain...

lodash <4.17.21

:

A component name, "name <version” or a package URL. Every SBOM is searched.
2matchesin 2 versions
PRODUCTS VERSION COMPONENT

lodash

Gateway Console 230 pkg:npn/Lodashed . 17.20

lodash

Gateway Console 2.41 iy LGRS HE, 19 2B

Clearlane - clearlaneapps.com

VERSION

417.20

417.20

Open a case for 2 versions

DIRECT

Yes

Yes

® Inrange

® Inrange
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Step 4
Fix, users informed, advisory

Record the security update or mitigation, inform users (Article 14(8)) with a notice prefilled from the case,
and publish a security advisory with a CSAF 2.0 file built from the record.

SUMMARY

Prototype pollution in lodash 4.17.20 (CVE-2020-8203), used by the Gateway Console API. Exploit code is ptﬁiic and
was used against one customer’s console.

AFFECTED PRODUCTS

Product Affected versions  Fixedin
Gateway Console  2.3.0,2.41 2.4.2
SEVERITY

High - CVSS 7.4 - CVSS:3.1/AV:N/ACH/PR:N/UIN/S:U/C:H/I:N/AH

IDENTIFIERS
CVE-2020-8203, SNYK-JS-LODASH-1018905

EXPLOITATION
This vulnerability is actively exploited.

WHATTO DO

Update to version 2.4.2 or later. lodash updated to 417.21; no other change.
More information: https:/northwind.example/console/2.4.2

Try it on your own site: Clearlane CRA has a free trial on the Atlassian Marketplace. Want this
walkthrough written for your own process? Write to maxime@clearlaneapps.com. The first-24-hours
template and the supplier file: clearlaneapps.com/solutions/cyber.
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